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Protection and legalization of personal information in mobile APP

Zhang Zehao
(People's Public Security University of China,Beijing 100038)

Abstract:

[Purpose/Significance] This article sorts out the research and protection of mobile app user information, as
well as the overall situation of the online space. Enhance the public's awareness of information protection
and legal protection of mobile apps throughout the online space. Mobile apps are the core of mobile
phones. However, while mobile phones bring convenience to people's lives and work, some new problems
may also arise. For example, the leakage of personal information and privacy data is a serious problem
that affects social development and causes great distress to many mobile phone users, some even causing
economic losses to people. It is urgent to rectify the information security of mobile apps in the context of
the network environment.

[Method/Process] In response to the current situation of personal information protection in mobile apps, it is crucial and
important to propose preventive measures and governance measures as soon as possible to ensure personal information
security and cyberspace security. The core of legislative improvement is to combine legislation with privacy agreements
in mobile apps. Speed up the prevention and control of information leakage of mobile APP, and establish a fast connection
with the legal protection of cyberspace, so as to improve the protection of mobile APP information.
[Results/Conclusion] In the process of development and improvement of the cyberspace, further refinement of
legislation in the cyberspace has been made, and information protection for mobile app users has been strengthened.
Let the environment of the entire cyberspace become more benign, the information flow more smooth, and the rights
and interests of users can be further protected.

Keywords: mobile APP;personal information;privacy protection;cyberspace security;legislation
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[ER/ER] BN WNETFERMEREXSFEERBERNME, BTURANEL L, RN
BTG BATHEAAM E H BRI
KA W4T &; Mawd; Kxth; HELE; HELH
RESES: DI XHEkARIRAES: A

Discussion on criminal supervision obligations of network platforms

Zhou Ziyang
(Shanghai Jing'an District People's Court, Shanghai 200040)

Abstract:

[Purpose/Significance] With the popularization of online platforms, criminals have taken advantage of
the digitization and interactivity of the internet, making it difficult to obtain evidence and recover stolen
goods, posing serious challenges to network security.

[Method/Process] It is necessary and reasonable to introduce the criminal supervision obligation of online
platforms into the criminal crime governance system, as relying solely on the traditional criminal crime crackdown
model dominated by public security is no longer sufficient to address the security challenges brought about by
crimes committed on online platforms.

[Results/Conclusion] By constructing specific paths for criminal supervision obligations on online platforms, it
is not only possible to improve network security, but also to protect the platform by fulfilling criminal compliance
obligations.

Keywords: network platform; network security; digitization; criminal supervision; criminal compliance
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T

Study of big data cyber security system processing all network traffic

Zhu Junfang', Li Yanze’, Guo Chao', Wei Wei'

(I.ELINC China Co.,Ltd.,Beijing 100084; 2.Beijing Percent Technology Group Co., Ltd.,Beijing 100096)
Abstract:
[Purpose/Significance] Traditional cyber security countermeasures have been unable to meet the new
cyber space security needs, and it is urgent to combine artificial intelligence, big data and other advanced
technologies to monitor, analyze and protect all network traffic, so as to maximize the security of the cyber
space.
[Method/Process] This article proposes and designs a technical framework and network security process workflow
for the new generation of cyberspace security requirements, including data acquisition, big data processing and
storage, artificial intelligence, content security, network security and other core modules, to achieve cyber space
security with multiple scenarios.
[Results/Conclusion] By building these technical capabilities, the system achieves effectively response to multiple
network security scenarios, such as network content supervision, cybercrime prevention, critical infrastructure
protection and security compliance audit etc.

Keywords: data intelligent;cyberspace security;cyber security;content security;artificial intelligence;big data
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Social engineering and trade secret protection in big data environment

Han Feng, Song Li, Li Hanrui
(Nanjing Chenguang Group Co. , Ltd.,Jiangsu Nanjing 210006)

Abstract:

[Purpose/Significance] With the increasing development of information technology,the application of big
data technology is becoming more and more widespread, and the information security problems brought
about by it are becoming more and more prominent. The leakage of personal private information,corporate
confidential information and even state secret information is on the rise.As a resource,the importance
of commercial secrets is becoming more and more obvious. Illegal acquisition of commercial secrets
can not only make profits,but sometimes even threaten the development of enterprises,the security of
national secrets,and even affect the political and social security of the country. Nowadays,more and more
hackers are beginning to use social engineering methods to bypass network defenses to steal information
resources,and then steal business secrets through big data analysis of information.

[Method/Process] Based on the cognition of social engineering, combined with the discussion of commercial
secrets and state secrets, this paper first introduces the concept of social engineering, then discusses the relationship
and difference between commercial secrets and state secrets,and focuses on the use of social engineering methods to
analyze big data. The commercial secrets are stolen in the environment, and finally the protection measures for the
commercial secrets in the big data environment are proposed.

[Results/Conclusion] Based on the extensive and in-depth application of information technology such as big data
in our work and life, in order to effectively protect the security of trade secrets under the environment of big data
and effectively cope with the attack of social engineering, we should strengthen the system construction and policy
research on the one hand; At the same time, it is necessary to strengthen technical input, do a good job in data
encryption, access control and daily audit, and strengthen the protection of data from the technical level.

Keywords: big data; information security; social engineering;business secrets; state secrets
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Exploring the use of national security algorithms for personal information protection

Zhang Degiang

(Chengdu Housing and Urban Rural Construction Information Archives Center, Sichuan Chengdu 610015)
Abstract:
[Purpose/Significance] With the rapid development of the digital economy, especially after the promulgation
and implementation of national laws and regulations on data security governance and personal information
protection, data security governance and personal information protection have been further consolidated and
improved as mandatory requirements. One of the most important measures for protecting data information
is to encrypt it. Information encryption will inevitably affect the efficiency of information usage. Based on
the national security algorithm and taking into account information usage efficiency, a personal information
protection method is proposed.
[Method/Process] The "one-time key" secret key is generated through the SM3 password hash algorithm, linear
transformation and XOR processing of important data information, and then the generated secret key and the SM4
block cipher algorithm are used to encrypt and protect the personal information to be protected; When using personal
information, use the hash value of the SM3 of personal information for precise and efficient query. After finding the
information, use the secret key to decrypt it using the SM4 algorithm.
[Results/Conclusion] The personal information protection method based on the national security algorithm has
strengthened and improved the protection of data and personal information through practical use and display in
scenarios that meet the business needs of information usage.
Keywords: personal information protection;sensitive information;state secret algorithm;SM3 algorithm;SM4

algorithm;data security governance;one-time key
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VH T H WA LR Y <A N R & a3k (LA
MR CGEMEY ) ME “EE RO EN.
WE A A EG” HE TBAEMAMEZR A K
FILAE B FH T P A AT (R AP A SR (5 B R Al 33
Jt, JBEEE YR AT AR o <Y
Ty B2 W D I B3 R DR A DR SR B Al
BOHEAT A AR B

[ kR 1 Bl

1 HEERL

5 BAGERES [

1 N SN Es SMI(SCB2)s SM4(SMS4)s SM7
KB L

2 Feahnasmomss ZUC (Hihz 50« SSF46

3 qARXFRIAG I B SM2. SM9

4 e | SM3

TEXFRInZ &g SM1. SM7 b &E B H
R A AT, AL LAIPE A IE R AEAE T b,

o FH 32 B0 55 0 B OGE I A0S A I s Bl
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BIEW FE B SNATE, Al LIARYE A T 19 535 2
GARES MR RGN .

1.1 SM3ZmFEFEARE

SM3 % A %% 5 il H FRAE T AV . ksl
Bk, sE Hash B W, &% A0 i /) B il 5
S I ARG 2 T PR L R A o R 2 R
AR RN (FIISCAER) WA B
AR E KN (Blin2se K ) ISR, X
NERRAZEE (B R E. BAE. Ea
fH) o i, SM3®MaE AT, S EEmA
T R 256K AT H o

SM 3% A 7% %3 B vk R HBR e K- 0 4l
(Merkle-Damgard) 54, WHETHKEN
512Bit, i H A EE K H256Bite SM3% Y
REGLWMAKENIBIt (<2 HHE, &t
. oW RRES G A RIREE, REHER
K256, Fikidas =24,

B2 Im o dH AR T A i s B R K
AS2BitH RS . EARTEEUR R EI—11,
SRG TR R A B4 1K B FH 64BitR R, HFUE i e
T, FA AR B B B B S 12 i B AU IR 22
Z /WL, 22 D ALEAE N IX S 1164 BitH) 2 [A]
2040,

B . MERE GBS 12BIt
— ANHPEATHH, Bl Rk TNA, RER
b(0),b(1)---b(N-1)s

B ERESE . SM3SEE Y E 4 R AR
SHA-256% 1 By 45 eR £0 25 0L, (H2&SM3 /Y &
BRBEE 2. B ERELS R &GRS
fEIV(n)=CF(IV(n-1), b(n-1)), HFCFHNEH
PREC. TV ARIIGE, WREED NG, a1V

(N) w2 e Jm 15 2 B 2R 2 {H
SM3EMZRBEBELEELA =R —2&R
ARGENE, MHIE A RS2 R B F AR A
H, FEAAEHEREZZ ), RANHFHEER
FEARARTE B, TRME LT HOA A, R H
AR, R A NI B BN B 2 R A R
FRAE BRI, R 2 R AR AR B R o B R
HE; Zf&RA e, KEEE AR HEH
RBRENAFHELPFARE. ER2ETSM3%
MR B LXK A, A TR TESS
Bk I S VAIEAD 9 AR R B AT BE AL Y AR Al
AR R MR BRI T 3% th 2 A sM3 5 %
KBEAT I EATIEFT “— R — %" B AR .

1.2 SM45 AZRSH LR IE

X6 R A3 2 5 R 1 SMLA A2 — P ik 4% 4 41 %5 1
B, RAAET AR 2 (Feistel, LA E 199
A R 2 R E R - i &) 454,
DK EMN128Bit, HHAKE M H128Bit. il
BRSO IMESEHY R (BREHN
AR WS . MEELRSEHY RE LYK
328 AR Lk kR G5, LI (Word, KEN
32BitH ) NS T IZH . SM45 4
0 T 1 IO R B in s Y D 4 A A
W, HOR e B 0 0T A R, R % A
N B 2 B ) .

A ¢H %5 R B vE R AL B KB B B
P, T AE S B I A AR o A B SR R R R R
AN BB, X R o A Y Bk AT %
£, B — BRI By A SCa s m e, Wi ik
S EREK, —RIERIBE A A,

AR AN AR N E 1R

128 {4 | 128 B3 |
\ 4 V:
HYR p  ILAHEHF
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128 PLEE L
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KBS . BTG E BRI A NGB RY

o A N R A SR A AR R
95 R # i AR (Electronic Code Book,
ECB) fisl. a8 (Cipher Block
Chaining, CBC) #X . %M Xt (Cipher

Feedback, OFB) #zUA111 %% (CounTeR,
CTR) #i . HEFHMEHCBCHCTRIE | H
CBCH# s 2 1 = 1 % S0 AR B 4 — M HLAE
TR

Feedback, CFB) fiz. %t &% (Output CBC/rH TAER A a7 i R an 2 s
HEEII NSNS BN IIIT NI I 3T
|| WA SCAM4 2 W3 |
1 1
Sy S| R 1
;;\ ;/*\ ;/J’\
/XOR T\JPXOR '\KXOR
A 4 \4 47
( mzm ) ( =) ( om
DT I P A S M e —— , BX

1 4 v y |

v AT wna2 |— [ memas | !

! 1

K2 CBCAMAME N AR

EF U TAERA, ¥ — D SCadam—1
Wl T R85 (Exclusive OR, XOR) iz
B, R TN o HARR AU B U
WS C R A B B SO, B S0 AR N 2
W—EayS “BT—NM®EXHH” #HTXOREBEH,
PRT Ik B8l B S0 43 40 1 B S 4 H 2 B R R A 1Y
B H IR EAR RS, SR P
LAEVERER T .

3 ETEZENFRPTIE

A NAF SR PR A A B K PR R B A
BAERE L. FEmy A BER Y 2e. £
A NAF B ORI TR E R T R e = O A ]
R — R 0 R 2 A A R B & T AL
i, [R5 R B R, R AR AR LU &
AT, o seBl B bR E B AU 1
W E AR, JFRBE SR HRCE, =&
EF RS BBR AL 2R E MY, BRI
P 0 — SRR

EFHEHEMNDSAGRA T, B8R H
SM 3 %5 fith 2% 2% B 35 I S M 4 43 2 %% 1y 44 0 45 [ 2%
BEE A, REXBEENREETE “—k—
OB, S NG B TN EE , SE I AR R Y

ANNAF B IR R AN [R5 B SO R, RIS
FI NG BRI BB TR AR A A 2R

30 XM AE

NETXHF B ARG WE R N E B
ERLRIRI, AESEBR AT, R E gt
FIAFRERIAE o A NAF PR AP Y 7 24 i 2 01
NG BRI, A NAE BN 20 o8 A7 4l s F %
W o A NS A RO S N AR O IR R A
AT N, SEBLRECHE n  ArAE, SEBLAY T
XNEIRZHE, B NG B B R 477
o A8 B 0 2 X A iy P A5 SR R o R
UE A& S 88 A% T ORI AL 1R B s 1 4
B Ik E (5 Zels RO BT T MEER . BLECAIERIR .
ARG Web il 55, L2k E il
(Transport Layer Security, TLS) #tRESZILS A
5 R fem iy 2.

ETANE BRI A =R AR,
A S M 3 4% A AR 5 B 0 ol LT ER AR K
5 B AT BN JE R 245 B (HI256BitAR
FEAE) , BUEENER 2 B EH S ] y=
(ax+b) mod 32F1Substring (y,y+32) #HL
128Bit{H, FFA128BitZE M AT RETE K “— Ik
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. MR R R
BRAP A MM S0 J S M4 53 201 8 7 3 25 0647
P SM3 BT 48 ST U X A (8 AR 2%

BREMTHHERMER, SETE®EI%.
SHE IR A0 e 4 1 AR SR AP AR
NG B R AP S AR 13 T

i ek B (5 |

SM3 5k
A

HE Y 256Bit 24 EE

1. y=(ax+b) mod 32
2. Sub(y,y+32)

128Bit 1 |

128Bit 4%

— E‘g XOR

v
128Bit (32 fi7)

| NS B |
SM3 5k
| FH TR R A 2 e
SM4 i
v
| A NE B

«#\(/}—\,4%—; ” ZF;:EEI

K3 A AE SRR

BN, AEp5 5 Byl 55 i B v R S8 R A
Pi MR B B3 & AR B o AR S by R
Koa AR, HRRAERENEE N LA F0
S RIZ T W& R SORME B S5 nsk2fr il
2 GRS GIRFR

e FEBATR =i FReE XL
1 id Bigint D5
2 username Varchar(200) Wi N it44
3 idnumber Varchar(200) SR Ef5-45
4 idnumberhash ~ Varchar(200)  IEAFS S48 ME
5 idnumberciphertext Varchar(1000) TEf5-A5 %15 R
6 contract Text A FSCARJE S A
7 contracthash Varchar(200) HrlIRlAE
8 inserttime Timestamp G0 NI ]

GAEBAE N REE SR, Sh
RS- 0/ B A NG B g T s k4. h
T JE AE BRI AR R RS AR B
T B S AR IS0, SRR S AN R AT B ik
s CLEEPS

A TAETHER A MG BN R B,
RGN 5 FE B (8 BEAIL R £ AR Bl 5 A
#v BOIEA SIS Rl PostgreSQLAHE 4 Hh 11E IR T

AN100 174 B 5 Eidsk. (5 BEdRAERE, #HSM3
B2 s SRE R B AR UEA S RN A RS B T AR T
S RO ) ZR B B B UEA-5 A5 Y A (E F SRRt
BHES TR E R A R, ARG RMAREE
PSR & FE BT 15 EAARE B, FN& FIE
BRARER AR ER “—Rk—%" HH.

R E 3R AR, A B e i 1 2 E
HOABAIA TR RN, BUR)E, IR IHE
W32 F A/, IR E B T it &, &£
B R %7 M9128Bit (320 FAFH) A, F
AAERP “—k—2%" %96 HSM4nHEMEE
(CBCHEL) Inss B ib 545, a0~ A S
W UEAE SR AE BN A4 IR BRI A B
EBIHFAR “—k—%" HFETARD.

NNAE BB UE A5 A 18 1 SM 443 2H 2 i
LmEAGR Ry, FEMH “—ik—%" W
DA AR [5] 1) B 4 30 185 A0 B 1 2 S0 —
ST A NG BB A F By E S
R MEERESER, HEMIES N R
GRENLT A, AR PRE S, B SRS
BOATTEFRIRVEI, AT G2
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KBS . BTG E BRI A NGB RY

U R

/B 16 HERI AR E S — ALIF Ay 10 2

Integer 11=Integer.valueOf(sm3hash.substring(0,1),16);

N e f(x)=ax+b, HY a=3,b=5

Integer 12=3*11+5;

/% 32 B4

Integer 13= Math.tfloorMod(i2,32);

IR B AL BT IR ERER 32 A7 5777 H

String hash32=sm3hash.substring(i3,13+32);

AR EMAEAT R AR IR I 128 Bk 32 LT
String rkey= xorHex(key,hash32);

id usel idnumber idnumberhash idnumberciphertext 7 contract s contracthash v
[PK] biﬁn‘ chardCte character varying{20 character varying (200) character varying (1000) text character varying (200)
916548 MF 44270820210920.. | E913EE4C12DEB8D2AFC29689C3C10.. | 10928f9fa445773dd8b6ed8769ed88.. MBEARIEE . MEANMFESH.. | 931782BC0558A813F659C2FE7D59BCI652CE
100030 BB 31100719980505.. | D91AOA3D57CAS4E449C1B3DFI3166.. 1337163d7137308870M6fa34e667c.. MEAREE . MEASLEHRSE ASBFEBAFOBF53C157DB85793145695DD2A61
100036 33FE  23260819700728..  98315ABF9339D70D7971DD67245836.. 3dba0a216226d53dda864907d904a.. MEAREE  MEAKRSSES. 7065D4C893498F38E0257EB94C2A4CIEE6DY
100039 &% 22083619990602..  9DDF2CB43367D6B56B1DB34F00A53.. | 9bb0daBbd7f56f236262ea2fcclesf2.. MIBAREE . MEALEESSH. CD1B4240CFFE7CEB40A132382A4BC0BA741
S \ 3k
4 B A7 1) s Ao
id 7 username , idnumber 7 idnumberciphertext P
[PK] bigint character(ér character varying (200) character varying (1 000)
100063 | £HAL 632632193206254441 0022c1576178ed027fc4a94598aff139d76d%9ad7e6348af1ccd59660ef6c6b91
100034 S=HE 632632193206254441 de2f487c737fb24ad475391278639610d01a67362e647fdaB21e9fa27cedf112
« v, e ” 3
K5 “kmT sk

R NP i PO RN S v IR BB i ]
TN 2 SCE W BT X, KR A E BN e
o FH 83 Y R

W SCAT ) o ARSI B3R5 B B S AT
Bl PERS W DL O A ) 2o, 30 Sk RGEPTRRRT ]
TR 3 3t fo 5 2l i LAY, 2 ARG

32 EEMBRMERRE

ME B R AE SRR TR, HEDA
FREXREFFWHNENAGEENMEM. AR
SN GRAPOR RE N T R AP A B AR B
ey e 25 A A NS B R N E RS B G

/7B SCET ) T 5 I 1)

startTime = System.currentTimeMillis();

List<HashMap<String, Object>> select = sqlUtil.Select("select * from contractTable where
idnumber=""+idnumber+""");

for (int 1 = 0; 1 < select.size(); i++)

{

System.out.println(select.get(i).get("id").toString ()+" B 3 2 i1 {Y) B 3IE 5«
"+select.get(1).get("idnumber"));

endTime = System.current TimeMillis();
elapsedTime = (endTime - startTime) ;
System.out.println(" I L2 ) S JLFER: " + elapsed Time + "ms");

WOCE W . W E AN A G GRS D
FEUATSM3 B 8, A A ko 2 e E 3k fT
KOd e RS W DC L 25 30, R AG R 45 S b 1 oG 4
FEIAE “—W—% mY, HAH g8
SM4 (CBCHLRK) ##% N AN F ik 5 4% JF 2R
FEA.

27

RGBT IEMFE NP L EMI48ms, /il A
W1160ms, fHHIEFreHR. BB A ML AL
HOfE100 7 B FEIC S B A, D AE S
R A I L B B SO R T 22.36% . AOK
PR AN K o PR I RS AT DA o 3 e A 1 53 e
T MRACEARE TR AN 7E— 2050007 B4 10 % 1
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fige i o S B N B 0 RS G A A -

startTime = System.current TimeMillis();

String contractHash=null;
String oneTimePassword=null;

String decidnumber=null;
for (int 1 = 0; 1 < select0.size(); i++)

//SM4 (CBC =) fi#s
HIE S

endTime = System.currentTimeMillis();
elapsedTime = (endTime - startTime) ;

String idnumberHash= Util.generateSM3HASH(idnumber);//SM3 %% 115
List<HashMap<String, Object>> select0 = sqlUtil.Select("select * from contractTable where
idnumberhash=""+idnumberHash+"");// 4% 2% {5 F 5 75 k5 1 VT fic 25 1)

String Key="11DDBAF3386AEA1F2974EEE984542152";// [t 7 FibEH

{
contractHash= Util.generateSM3HASH(select0.get(1).get("contract").toString());
oneTimePassword=Util xorString(Key,contractHash);// 4 il “—K—%" %A
decidnumber=Util. SM4DecForCBC(oneTimePassword,select0.get(1). get("idnumberciphertext").toString());

System.out.println(select0. get(i).get("id").toStringO)+"fi# % J& S iE 5 :  "+decidnumber);// .78 i %% 5 &

System.out.printn(" Ji % £ ifi) S AR . " + elapsedTime + "ms");

b RS oA B R GE W SEBn (6 T v, s i R
Hi 2R R B RBCR IR AE AT S VU Y, AN DL
75 W IE W Fp e

{5 B I ROR BN BT 6 7 o

C:\Users\Administrator\.jdks\corretto-1.8.0_342\bin\java.exe ...
100050 B & B HHES - 212130196304197204

XX &g 5 AR 948ms

100050 A E B HHES: 212130196304197204
&S A 1160ms

Process finished with exit code 0

6 f BB ICR HoBe
4 FERE

Bl e o R Y B ER AL, S AR EAE N
B B AL ), %2 B RS AR A
Frala e «<BiR L2y <P AFERFEY M
R SFILAE AU S, M AE R
Y PR APORT A5 o 2 R A R . D A L
ol EEE PGB OER. FERETN =
DI, DX E BRI R S5
I 22 2R BAT S A\ FGAL PR AP 2 B AR E0R i
SRR R, EBE BHRLeE «<CPAF
SRR Y S50 42 4 B9 A SR 35 A LRI A o 452
ARMVE, B2 HUE 2 e AP R R, B Ik 2

FIAS AR SRt i . BLSCRIE A -

BEXT B 2 n BN A BRI AR A,
1 2 L Y A PR BRTY, fR Y T — Pl A
MG B RCR I ORI 715 o X PR IP 70 3% 1
SM3 % M Ak B S ¥« LR AL 40 e sl A B 2
ST EH, R AR R YT SM4 5 4
WY R A NBURME BT R . AR
NGB, A E B 2R EREAT & B0
eI, A EE BUE B PR S M4 o A
B SR A ) o BT B X P A5 BRI
ik, ERBERESEERE T IEAT T LA,
PARZ A 3 T % A ECAR G Hr, A I e i~ A A5
BRI, T H R E BRI TR, B
M4 AR A o e BT AP AR AL T ROR SR

Sk

U R 2, T P ATl T P A A A R AR A S
B [1]. W24 23 (8] 22 42 ,2021,12(Z4):43-53.

WA, 5o S e S R T ) 2 e 4 XS BB AR R S50 5K
[J1.F AL HEHL R 22230 (RE 2 FHE ) ,2021,23(04):1-10.
FE 1Mk, E MR, 2l T O B BUR 42 &2 BOR A L4 #r B9
W] EAE B4 42,2022(08):35-38.

15 8 APEATT TR AR AR L B ) L 9 A AR [T AR
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[2]

(31

[4]

(F#%667)
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5 1090 4 b B3 B FE A4 3R B B R B

FMRER, MpARNs, EFE, W4T
( RRAFE K ZF, HIRX430065)

WE:

[(BRY/EX] At STy @2 4B M, AL+ ESE YR AR RRIEREZAH
B ARZ—,

[F535/3] HANGSHEERIEHEMR, REFIFARAERLARENEKRMLEE Y, ER
UREBAEKETE, ARIANARELZELEBRWE WL LM EMix . @tz AR
B EGRN ZS%, EMatlab% Al Z AR EWEER | Xt RBEEFEBRYEFHATHE
3, REHAXRHAHELRBE, FHRBREZRNEERI0K G RE R FE H96%-

[ER/&ER] e EEN I EEg oS EwE, WL THAANmMER,

FHEIA . ERYIRA; EGRIRA; REEI; KREE; ERWEM%
mESZES: TP391 MEkFRIZES: A

Exploration of obstacle detection and recognition technology based on grey wolf
optimization algorithm

Sun Peiru, Liu Zujpeng,Wang Ziyi , Tian Junyuan

(Wuhan University of Science and Technology ,Hubei Wuhan 430065)
Abstract:
[Purpose/Significance] In response to current traffic safety issues, the identification technology of traffic
obstacles in unmanned driving is one of the core technologies to ensure traffic safety.
[Method/Process] The traditional GS algorithm has low recognition accuracy. Although deep learning technology
has strong representation ability, the iterative process is long and the accuracy is not high. Therefore, the study
introduces the Grey Wolf algorithm on the basis of convolutional neural networks to solve these problems. Firstly,
establish an obstacle image recognition system and create a CNN model in MATLAB to learn the features of
obstacle images in the database. Secondly, simulation experiments were conducted to verify the success rate of 96%
after 10 iterations using the Grey Wolf algorithm optimization.
[Results/Conclusion] The results show that the optimized algorithm has a shorter detection time and slightly higher
accuracy, significantly superior to the existing two models.

Keywords: obstacle recognition; image recognition; deep learning; grey wolf algorithm; convolutional neural network
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WREE 2] J5 %, $2HH 7 Fast R-CNN, X Hinfe
W5 3% B PE RERI O BR AT EAT T X HE AT o KRG B
SRRt T ETHR . HemAEE 2R Rk
9 P 5 R Tl e R 7 SR A 2

AT T A G BRI R AN YR JEE 5 5T 3R
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FEAREE R AU, 78 )5 | Bk RO R A B 19 4
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2 [ERSRAR R it
2.1 BRMEM LD

5 FUHZRIZ (Convolutional Neural Networks, CNN)
MR E M, B TSR, FEA
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PEA T2 S AL B B S N 4 AR GE F TS
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PR S35 B AR o R MR A IR
HRES K, BRMBNER T EENa,
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T, b AN TR B A B . R SE X
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SE R A BURN 8 4R J2 19 B0 R K /N R AR AT 6 JEE
RS A AR, AT A T E SRR L
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F A A 24 B 7 20O e A0 Bl 1 2 W i i
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232 HEEE

56 4 T ) B SR AR B e AR R AL
2 3 2 R Ho e 2 TR A R R, X
Ntrain X Nfeatures#i A K/NRFAE (Il 254 AR &
DA R B FEASRRAE F BB E) 9 A\ A AR R
/N ANtrain X Nfeatures M FRE I AR FHEEW, 2
Byt RN

O(A) =W - A+b"

Horr | p3RIR AR HUBCE 1Y i 7] 4t o

EIGIBRPEHASE NERED, GHREY
SEAE PR R BATH — A E AR R E
GEIRAR . ¥ ENMAS SN EGEIEE ™
HEE A (1) it SRE ARG R b
JE T B S AR B AR g AT Al Bl S TR
ST H MR R AR S R 4R, B )2 e AR
A=A s — LUE A 8E 59 07 R e
Hio ARTCE H sigmoid WU BRI AL

(1)

(x > max(0, x)) 2)
i
(x_>1+e—x) )

T ERE ML, & SR R B P
SRR SE T A BUE A/ ME R B, 72 A — N LA
A BETUN 2 R B o RO A A R — D RN

MX MR AR, BN, BRI AARERIR
AR B Q WRIHER . BIBR A& AL T M4
R ML o % 46 B ol Y o0 1 0 46 it — (BT 4 LAAR
BFBIF B HERIE . M EIRES DT HE——
LS Ntrain MEA AT IIZREFI B S Neest D FEA K
Wi 2E -
Ntrain+ Ntest = Nsamples 4)
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T A ) T SR 25 R T I A 45 S IR /N4 R AT
o, ZK R
1

NLL=—————
Ntrain-M -M

i Z = Z (B, log(B,),,

(5)
X, BERRHEARMNE LIRS, BRRHEAN
TIAR 2 o
IR, IR M2 DLt /NG X A H AR 28 L
[ B, A — I LTO U i 46 1 8 40 42 2k bR 4K
soft-TOUHI K pR %L, FFAH Ik G Ag 4
1 o <B.B,>
Ntrain“=*" | B! |+|B,|-<B.,B, >
LEEE— R R R %A (Epoch) i JINLL
PR AL, MikREM )G, HIEpochZ [A]YNLL
Rk Z ST /N, LRI 255 4 )LD Epoch
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Research on model extraction attack method based on target distribution

Luo Ji, Liu Yang
[Harbin Institute of Technology (Shenzhen) , Guangdong Shenzhen 518055]

Abstract:

[Purpose/Significance] In model extraction attacks, the data used by the attacker greatly affects the
effectiveness of the attack. In practice, it is often difficult for an attacker to obtain the exact target data.
In contrast, the distribution of the data used in the target model may be more readily available. This paper
investigates a method for model extraction attacks based on target distributions. This provides new ideas and
methods for attacks and also reminds cloud platforms and individuals with valuable models of the need to take
steps to prevent attackers from obtaining target distributions.

[Method/Process] This paper uses several generative adversarial networks to learn the target distribution and
generate data and uses this data to perform model extraction attacks. This paper also investigates the method of
extracting partial class attacks and provides two methods for extracting partial classes. This enriches the attack tools
for model extraction attacks.

[Results/Conclusion] The experimental results show that model extraction based on the target distribution is
feasible, and the resulting replacement model even outperforms the target model in some categories. Moreover, the
effectiveness of the attack is enhanced as the distribution used approaches the target distribution.

Keywords: model extraction attack; generative model; target distribution; cloud platform; model security
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plane(%)  car(%) ship(%) total(%)
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Substitution 922 90.1 80.9
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The application of commercial cryptography in the protection of personal
information of passengers in airport

Yang Qi', Zhu Mingjuan’, Wang Yong®
(1.Beijing Capital Airport Food Management Co.,Ltd., Beijing 100621;2.Beijing Capital International Airport Co.,Ltd., Beijing 100621)

Abstract:

[Purpose/Significance] In order to provide convenient services to passengers, civil aviation airports
collect, store and use a large amount of passengers' personal information, and once an incident of leakage,
theft or abuse occurs, the consequences will be serious. With the successive promulgation of China's
"Data Security Law of the People's Republic of China" and "Personal Information Protection Law of the
People's Republic of China", the protection of personal information of civil aviation airports has changed from
"contingent" to "just needed" driven by practical combat and compliance. Commercial cryptography is the core
means of data security protection, and ensuring the security of personal information of civil aviation airports
through commercial cryptography technology has become an inevitable requirement in the digital era.
[Method/Process] By analyzing the security challenges faced by civil aviation airports in the protection of
passengers' personal information, combined with the actual combat and compliance needs of current security
protection, it is proposed that based on transformation-free security technology and high-performance commercial
cryptography technology, the sensitive data stored in the system, including personal information, be safely protected
without upgrading the business system of civil aviation airports and not affecting the operation of the data system, so
as to create a cryptographic security integrated data protection system for civil aviation airports.

[Results/Conclusion] Based on the construction idea of "network" and "data", this paper designs a multi-
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dimensional and in-depth defense method with an organic combination of multiple security technologies for civil

aviation airports, which further enhances the security protection capability of civil aviation business systems and

improves the protection level of civil aviation data assets.

Keywords: personal information of passengers;commercial cryptography;data security; protection system;cryptographic

security integration
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The practice of continuous cybersecurity operation system in large
and medium enterprises

Dong Hongtao,Zhu Jijian, Liu Shujian, Jiang Hao

(Zhongtai Securities Co.,Ltd., Shandong Jinan 250001)
Abstract:
[Purpose/Significance] Medium and large enterprises are facing increasingly severe cyber threats, and
the requirements for cybersecurity are increasing. By maintaining the cybersecurity operation system,
enterprises establish their own cybersecurity operation team, and transform the work from static
and fragmented to dynamic and continuous, so as to improve the timeliness and effectiveness of the
cybersecurity guarantee system.
[Method/Process] Through a series of methods, such as the establishment of cybersecurity operation team and the
construction of cybersecurity operation support platform, enterprises have transformed the sustainable cybersecurity
operation from theory to practice, so as to cope with the increasingly severe cybersecurity situation and provide
effective cybersecurity guarantee for enterprise production and operation.
[Results/Conclusion] The establishment of a sustainable cybersecurity operation system can effectively reduce
the occurrence of various cybersecurity incidents and continuously improve the cybersecurity guarantee ability of
enterprises.
Keywords: cybersecurity operation system; cybersecurity operations team; enterprise information security; network

security management; cybersecurity guarantee capability
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Design and implementation of enterprise network security situational
awareness system

Mo Yonghua,Chen Yuxi,He Miao

(Guilin Institute of Information Technology , Guangxi Guilin 541004)
Abstract:
[Purpose/Significance] With the development of the national network protection action, there are more
security problems exposed in the enterprise intranet network, and a new network security scheme is needed
to solve the problem.
[Method/Process] This paper improves the prediction algorithm of neural networks, uses Logstash for data
analysis, uses the Flask framework to process data, and ElasticSearch and MongoDB data warehouses for storage.
[Results/Conclusion] Therefore, the enterprise network security situation awareness system can be discovered,
early warning, traced and visualized by enterprise network security, and the security equipment can be linked, which
can effectively improve the level of enterprise network security management and reduce network security risks.
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The application of the principle of proportionality in cyber attacks

Jiao Xueqing
(People’s Public Security University of China, Beijing 100038)

Abstract:
[Purpose/Significance] The Principle of Proportionality is one of the fundamental principles of IHL and
plays a key role in regulating cyber military operations and protecting civilians and civilian objects.
[Method/Process] The key to the application of the Proportionality Principle in cyber attacks is the proportionality
analysis, so the meaning of the key elements of collateral damage, concrete and direct military advantage, and
excessiveness should be clarified.
[Results/Conclusion] The application of the principle of proportionality in cyber attacks faces two major dilemmas,
namely the lack of clarity about the meaning and scope of cyber attacks and the difficulty of making reasonable
expectations about the effects of collateral damage. Therefore, the ICRC should play a role in leading international
cooperation on the application of the rules of IHL in cyberspace.
Keywords: principle of proportionality;cyber attack;the dilemma in the actual application;international

cooperation;cyberspace security
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Vulnerability disposal of university campus information system based on
PDCERF methodology

Zhang Yi

(Guangdong Medical University, Guangdong Zhanjiang 524023)
Abstract:
[Purpose/Significance] In recent years, the campus information system of colleges and universities is attacked
by loopholes resulting in the paralysis of security events happen from time to time. In order to reduce the
security risks brought by loopholes, to explore effective solutions to the problem, to ensure the safe operation
of campus information system.
[Method/Process] This paper discusses the application of PDCERF methodology in the daily vulnerability disposal
of campus information system, and completes the vulnerability disposal by straightening out the stage, sequence and
process of vulnerability disposal.
[Results/Conclusion] Through the practical application in the school, a standardized and reasonable vulnerability
disposal mechanism has been formed, which reduces the security risks of campus information system and improves
the security management level of campus network.

Keywords: network security;PDCERF methodology;university;information system;vulnerability disposal
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Research on information security management strategies for intelligent medical
information business

Huang Wenxi

(Baise People’s Hospital, Guangxi Baise 533000)

Abstract:

[Purpose/Significance] To improve the security protection level of medical data and business information
in hospitals, establish a medical business information security management system.

[Method/Process] With the support of the Windows 2008 server operating system, an intelligent medical
information business management system (HBIS) covering user access control, network attack prevention, and data
integrity protection has been constructed.

[Results/Conclusion] Collect, encrypt, transmit, and securely store business data information such as patient
registration, examination appointments, medical triage, and medical reports to achieve medical access user
authentication and secure management of medical business information.

Keywords: intelligence;medical information business;information security management;system;network security
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Research on the construction of information security protection system in
university library

Wang Daful, Shi Yukai®

(1.China University of Mining and Technogy, Jiangsu Xuzhou 221116; 2. Zhuji Integrated Media Center, Zhejiang Zhuji 311800)
Abstract:
[Purpose/Significance] In view of the security risks faced by the information system of university library,
this paper puts forward a feasible security protection system, so as to realize the all-round security
protection of the information system.
[Method/Process] Based on the security of university library information system and the requirements of
hierarchical protection, this paper proposes effective security protection strategies from five dimensions of physical
security, network security, host security, data security and security management.
[Results/Conclusion] It provides a reference for the construction of network security protection system in
university libraries, so as to effectively improve the level of network security.

Keywords: university library; information system; security protection; network security
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Research and practice on the emergency management system for cyber
security in the smart campus

Yang Yang
(Nankai University, Tianjin 300071)

Abstract:

[Purpose/Significance] Universities are not only frontiers of information technology, but also important
areas of cyber security. It is important to establish a comprehensive of cyber security in universities.
[Method/Process] The paper analyses the factors of cyber security emergency management system, and introduces
the procedures of monitoring, emergency drilling and emergency response.

[Results/Conclusion] Establishing a comprehensive network security emergency management system and
organically combining various elements through on-site disposal plans under the guidance of emergency plans is of
great significance for the development of emergency management work in universities.

Keywords: cyber security; emergency plan; emergency response; security management; monitoring and early warning
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Research on blockchain deposition methods for logistics electronic evidence

Qian Xiaoyu, Ren Junling, Li Jun
(Beijing Information Science and Technology University, Beijing 100192)

Abstract:

[Purpose/Significance] Barcodes and QR codes, as key elements of logistics electronic evidence, play an
important role in promoting commodity circulation and traceability, and how to ensure data security and
rapid discovery of massive electronic evidence is at the same time one of the hot spots of current research.
[Method/Process] In this paper, we propose a blockchaintYOLOVS5 recognition trigger algorithm based on a deep
learning target detection model, design a logistics electronic evidence abstract deposition scheme, and construct an
abstract generation model.

[Results/Conclusion] To achieve accurate identification of potential problematic evidence from massive logistics
data sources, ensure accurate discovery of real potential problematic evidence, and at the same time provide a
credible deposition basis for the traceability of key elements of logistics electronic evidence.

Keywords: blockchain;deposition technology;electronic evidence in logistics;deep learning;extraction of key elements
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Discussion on the application of intrusion detection technology in network security

Wang Na, Di Qiuyan
(China United Network Communications Group Co., Ltd., Beijing 100033)

Abstract:
[Purpose/Significance] In recent years, the popularization and promotion of internet technology have been
widely applied in various industries, accelerating the pace of social reform and development in China to a
certain extent, but it has also triggered a series of network security issues.
[Method/Process|] Currently, hackers, viruses, and other threats pose to people's network security. In order to
provide a secure network environment for people, relevant network technicians have strengthened the development
and design of network security technology. The application effect of intrusion detection technology in network
security is relatively ideal.
[Results/Conclusion] The use of intrusion detection technology can better strengthen the development and design
of network security technology, and its application effect in network security is relatively ideal. It provides relevant
network technicians with a secure network environment for people.

Keywords: intrusion detection; network security; system design; intrusion information; data mining
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Research on the design of experimental teaching platform for network security
courses in colleges and universities

Kang Liming
(Changchun Workers' University ,Jilin Changchun 135100)

Abstract:

[Purpose/Significance] Network information security is closely related to national security. Especially in
recent years, network information security has occupied an important position in more and more industries
in China, and the government's attention to network information security has reached an unprecedented
level.

[Method/Process] To this end, many universities in China have successively opened network security courses
and created an experimental teaching platform for network security courses. This platform is mainly designed and
developed based on network security courses, capable of real-time publishing of experimental teaching information
related to network security courses, and achieving a sharing mechanism for experimental teaching resources.
[Results/Conclusion] Based on the system requirements, this article analyzes the current situation of network
security course teaching in colleges and universities, and designs an experimental teaching platform for network
security courses in order to promote the teaching reform of network security courses in colleges and universities.

Keywords: network security; experimental teaching; platform design; colleges and universities; simulation experiment
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The current situation of cybercrime management and the way to solve it

Liu Yang
(Jiangxi University of Science and Technology,Jiangxi Ganzhou 341000)

Abstract:

[Purpose/Significance] As the Internet plays an increasingly huge role in the daily life of the society, the
Internet crime is accompanied and continuously expanded, becoming a new type of crime in the network
society. Currently, information network crimes grow rapidly, which brings serious losses to the national
economy and poses great danger to the important legal interests of the country and people. It is of great
practical significance to stabilize the order of cyberspace, maintain cyberspace security, promote the building
of a community of shared future in cyberspace, and study and control cyber crimes.

[Method/Process] In order to effectively deal with information cyber crimes, we should, on the basis of adhering
to the principle of legality and punishment and the interrelation between the national basic crime policy of leniency
and justice, actively explore good prevention measures, reasonably expand the Internet crime circle, strictly regulate
the Internet criminal judicial activities, and give Internet service providers the obligation to manage the criminal law
of Internet crimes.

[Results/Conclusion] To strengthen the governance of cyber crimes and build a community of shared future in
cyberspace for building a socialist society under the rule of law with Chinese characteristics will surely achieve
leapfrog development in the governance of cyberspace.

Keywords: cyber crime; legislation status; governance status; network security; dredging path
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Research on the dilemma and countermeasures of network deviant behavior

Li Zhengxuan
(People’s Public Security University of China,Beijing 100038)

Abstract:

[Purpose/Significance] With the continuous development of economy and society, network technology has
greatly enriched People's Daily life. However, due to the emptiness of the spiritual world and the lag of system
and norms, cultural lag has been formed, and thus constantly induces network deviant behavior, which has
become an unavoidable problem in the current cyberspace governance.

[Method/Process] Through the analysis of the network deviant behavior, the network deviant behavior includes
the unethical behavior, the network general illegal behavior and the network crime. According to the perspective
of cultural lag theory, there are still governance dilemmas such as "insufficient governance norms in cyberspace",
"structural tension caused by the development of material culture" and "the ability to use information technology
needs to be improved".

[Results/Conclusion] Therefore, it is necessary to narrow the cultural lag from three aspects: "speeding up the rule

non

of law in cyberspace", "returning to the source of social governance" and "deepening the level of public security
technology governing the Internet", so as to realize the governance of network deviant behaviors.

Keywords: cultural lag; cyberspace; deviant behavior; governance; crime prevention
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Cyberspace Security
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Analysis of criticism and governance pathways of cyber violence criminalization

Lu Linwei

(Nanjing Normal University, Jiangsu Nanjing 210046)
Abstract:
[Purpose/Significance] The issue of harm caused by online infringement has gained attention from legal
scholars, yet the creation of a standalone criminal charge runs counter to the prudence principle of
criminal law and lacks necessity. Proper regulation of online infringement can be achieved through the
utilization of alternative governance tools.
[Method/Process] To tackle online violence effectively, it is essential to have a clear understanding of its concept.
However, criminalizing speech crimes may not align with the liberal philosophy of criminal law. Furthermore,
ascertaining causality between online violence and the legal harm suffered by the perpetrator is difficult.
[Results/Conclusion] "The internet is not exempt from the law". Preserving an equitable and liberal atmosphere
for online expression is essential for upholding the lawful rights and interests of citizens. While selecting means for
online regulation, we should be mindful of the concept of "The omnipotence of criminal law".

Keywords: online violence;legislation;reputation;legal interests;network secutity governance
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Research on the investigation countermeasures of the crime of online soft violence

Wang Yixuan

(People's Public Security University of China,Beijing 100038)
Abstract:
[Purpose/Significance] Online soft violence crime is a further soft upgrade of soft violence crime through
online media, causing adverse effects on social order and the daily lives of the people. Researching
investigation countermeasures for online soft violence crimes is one of the important means to combat
cybercrime and maintain cybersecurity.
[Method/Process] Analyze the current difficulties faced by investigators in dealing with online soft violence
crimes, and conduct research and summary on many difficulties in the investigation process, such as vague behavior
identification, high difficulty in obtaining evidence, and difficulty in network supervision.
[Results/Conclusion] Following the updates and upgrades of internet technology, measures should be taken
to strengthen forensic work, enhance online investigation capabilities, expand sources of clues, and promote
investigation cooperation, in order to standardize the internet industry and purify the online community space, and
achieve effective governance of online soft violence crimes.

Keywords: online soft violence; difficulties in investigation; cybersecurity; cybercrime; investigation countermeasures
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Technological challenges and countermeasures in network drug trafficking
investigation

Lan Yuchao

(People's Public Security University of China, Beijing 100038)

Abstract:

[Purpose/Significance] With the continuous development of Internet technology, online drug trafficking
has become a global problem, and how to effectively investigate and combat online drug trafficking has
become an important challenge.

[Method/Process] By analyzing the current situation of online drug trafficking, pointing out its characteristics
and harms, exploring the technical challenges of online drug trafficking investigation and the difficulties of current
investigation work, corresponding countermeasures are proposed.

[Results/Conclusion] A combination of various network technology approaches should be adopted to effectively
combat online drug trafficking. These approaches include establishing a network security technology platform,
strengthening international cooperation, and improving legal regulations.

Keywords: online drug trafficking investigation; network technology; concealment, anonymity; data governance;

cybersecurity
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